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Executive Summary

Since 2009, the District of Columbia Metropolitan Police Department
(MPD) has surveilled thousands of Black and Latinx residents through its secret
Gang Tracking and Analysis System (the DC Gang Database). This ongoing
surveillance is not based on the premise of “protection” for all. Instead, the DC
Gang Database uses narratives about the dangers of gangs, similar to gang
databases in other jurisdictions, to justify person- and place-based surveillance of
Black and Latinx people in DC, promoting the idea that they are inherently
dangerous. Gang databases provide a ready-made way to justify ongoing
surveillance, harassment, and police abuse that are unlikely to elicit widespread

public pushback because the people involved are labeled “known gang members.”!
The DC Gang Database criminalizes activities that are legal, like the gathering of
two or more people certain areas. The demonization of Black and Latinx

communities through labeling such conduct as “gang association” justifies a type of
policing that undermines social networks and reduces the power of the targeted
populations.

A coalition of organizations drafted this report based on data obtained in
2022.2 These organizations are focused on making public the discriminatory
practices and effects of the DC Gang Database.3 The Metropolitan Police
Department (MPD) resisted each opportunity to display transparency. These
organizations were only able to procure the data for this report through litigation
over multiple DC Freedom of Information Act (FOIA) requests and through
collaboration with DC Council Members.#5 The purpose of this report is to provide
the public with tools and knowledge to address the ongoing discriminatory
surveillance MPD engages in by using the DC Gang Database and similar systems.

The DC Gang Database is based on the flawed presumption that surveillance
of alleged gangs promotes public safety and reduces violent crime within DC.
However, experts commissioned by the DC Government have clearly refuted this
presumption.® Focusing and basing police tactics on what MPD ambiguously
identifies as “gang activity” distracts police and misdirects resources away from
methods that can actually reduce violence and promote public safety. Despite

possessing this knowledge, MPD continues to dedicate enormous resources and
efforts toward the unjustified surveillance of Black and Brown residents it suspects
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affiliate with gangs. This report will demonstrate the DC Gang Database has little
to do with promotion of public safety.

As of October 19, 2022, the DC Gang Database contained 1,951 individuals

who had been identified by MPD as either a “gang associate” or a “gang member.”
Inclusion in the database disproportionately impacts Black and Latinx residents: of
the 1,951 tracked individuals during the study period, 1,619 (83%) were Black,
288 (12%) were Latinx, and only one individual was White (.05%). This racial
disparity tracks geographically as well, with 70% of individuals included in the DC
Gang Database living in zip codes of predominately Black and Latinx
communities.

MPD uses eight loosely connected criteria to justify placing individuals in
the DC Gang Database. However, nearly 75% of all individuals (1,202) in the

database are associated with only two criteria: being “observed associating with

gang members” and being “observed attending gang meetings” (98% interrelation).
The use of weak, undefined inclusion criteria provides MPD officers with nearly
uninhibited powers to place individuals in the database, thereby potentially
subjecting them to extraordinary police action. Furthermore, the vast majority of

the gangs “identified” by the DC Gang Database (99%) are named after street
corners or DC apartment complexes that do not necessarily correspond to existing
gangs, showing the enormous discretion MPD has in executing this program.”

The DC Gang Database is a racially biased and arbitrary surveillance
system, and its lack of procedural buffers makes it opaque and difficult to
challenge. The systems allow racially biased and discretionary information to
disseminate in ways that are difficult to control or retract, often resulting in severe
consequences for individuals within and outside our local criminal system and
having a disproportionate impact on communities of color. As this report will
describe in detail, the DC Gang Database should be discarded rather than fixed
because it is a dangerous tool being used to perpetuate systemic racial
discrimination. .

DC Gang Database Criteria and Tracking Contradicts the DC Code

DC Code Section 22-951 criminalizes the act of soliciting recruitment or
participation in a criminal street gang.8 Violation of this code in connection with a
felony or violent misdemeanor may result in increased punishments for individuals
up to five years.? Under Section 22-951, a criminal street gang is defined as the
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association of six or more individuals who, as a condition of membership, must
commit or actively participate in committing a crime of violence and which has the
purpose of engaging in frequent violation of the law.10 Despite this definition, the
inclusion of a group in the DC Gang Database does not require that the group is
involved in violent crime or bases its membership on the intent to commit crimes.!!
Further, the DC Gang Database often tracks people based on associations with
fewer than six individuals,!2 and regularly tracks individuals with no relation to
crimes at all.13

Lack of Procedural Fairness and Ongoing Violations of Federal
Regulations Illustrate the Impossibility of a “Fair” Gang Database

MPD does not inform individuals of their inclusion within the DC Gang
Database; does not have processes for individuals to contest or appeal gang
affiliation determination; does not have processes to regularly review or purge
faulty designations; and has no internal mechanism to amend inaccurate gang
information.!* MPD has no minimum age for designating individuals as gang
members, and has included individuals as young as one year old.!> MPD continues
to violate federal regulation 28 C.F.R. 23, which requires law enforcement
agencies to remove individuals after five years if they have not revalidated the

individuals’ inclusion in the database.!¢ Further, federal regulations hold a gang
database should only contain information if there is a reasonable suspicion of a
crime, and that crime has to be “definable” and supported.!” Despite this, DC
includes individuals in its Gang Database where there is no reasonable basis to
believe a crime has occurred. The combination of a lack of controls with the
absence of mechanisms ensuring procedural fairness buffers results in a
discriminatory database that is plagued by inaccuracies, undermines public
confidence in MPD'’s legitimacy, and continues to place DC residents at risk of
increased criminal consequences.

Unchecked Data Sharing Exacerbates the Impact of the DC Gang
Database

MPD maintains an “ad-hoc” process for sharing data contained in the DC
Gang Database that risks severe consequences for impacted individuals.!8 Despite
previously reporting that they had shared data with only four agencies,!® based on
their own records, MPD has shared data contained within the DC Gang Database
with at least 22 outside entities.20 These entities include US Customs and
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Immigration Enforcement (ICE), with which MPD previously claimed it had not
shared data. Meanwhile, there are over 400 registered users with access to the DC
Gang Database capable of sharing data.2! MPD maintains no agreements regulating
the sharing of data with outside agencies.?? Therefore, there is no requirement for
these entities to delete data shared with them after that information has been
deleted from the DC Gang Database. Nor is there any evidence to suggest MPD
notifies these agencies when data is deleted. Individuals whose personal
information MPD shared with outside entities remain at risk indefinitely for

consequences associated with gang affiliation because of the DC Gang Database’s
lack of safeguards.

The DC Gang Database Leads to Increased Police Interactions and
Reinforces Unconstitutional Practices

MPD admits it utilizes the DC Gang Database to adjust deployment of
manpower and resources and to predict violent crimes.23 Such predictions,
however, are flawed because of the inaccuracies within the database and the
inclusion of individuals who are not known to have committed a violation of the
law, let alone violent crimes. This report has discovered MPD uses data contained
in the DC Gang Database to issue widespread lookout notices to MPD officers,
share images obtained from social media to justify suspicion of gang affiliation,
and encourage officers to stop individuals tracked in the database. Specifically,
MPD advises officers that inclusion in the database alone provides probable cause
to conduct a stop, regardless of whether the officers have intelligence or data to
believe the individual is involved in a crime or ongoing criminal activity.
Furthermore, when an officer conducts a stop involving an individual identified in
one of these lookouts, MPD directs the officers to seek increased consequences
against the individual. These consequences include imposing stay away orders for
large geographic areas, issuing barring notices at DC Housing Authority properties,
and seizing electronic devices as evidence whenever possible.2

The DC Gang Database Disproportionately Impacts Youth and Students

In September 2021, 697 juveniles (19% of the database) were in the DC
Gang Database.25 DC Youth Rehabilitative Services (DYRS) and DC Court Social
Services both apply risk assessment tools that rely in part on the database to
identify youth allegedly involved in gangs. Specifically, DYRS uses an algorithm
to determine a recommendation for a juvenile’s placement before and after a
criminal conviction.26 That algorithm provides up to an additional three points if a
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juvenile is suspected of being a gang affiliate. Any score of four or above within
the algorithm identifies a juvenile as a “Medium Risk,” making them more likely to
be placed outside of the home. Similarly, the DC Court Social Services’ risk

assessment tool tracks “gang affiliation” as a special factor for considering whether
to detain a juvenile prior to sentencing.2’ Both these agencies receive data from the

DC Gang Database regarding juveniles’ suspected gang affiliations. Due to this

data sharing and tools utilized by each agency, youth in DC tracked on MPD’s
Gang Database face severe consequences before ever being convicted of a crime.
This includes not being allowed to return to their homes and families while
awaiting a verdict on their charges. Consequences can also affect a minor's ability
to attend their school of choice, as suspected associations with gang members can
be used to justify expelling a student.

The DC Gang Database and Lack of Transparency Produces Fear
within Communities of Color

Interviews and public forum discussions conducted by authors of this report
demonstrate community members experience fear and uncertainty about the
criteria, use, structure, and purpose of the DC Gang Database. During public
education events, community members also shared personal accounts of
experiences of harassment and accusations of gang affiliation by MPD officers.

Based on accounts provided to this report’s authors, it is apparent that the lack of
transparency and associated consequences around the gang database, coupled with

the communities’ experiences with law enforcement officers, strain police
community relations.

Overview of Key Recommendations

Based on the above findings, the authors of this report provide the following
preliminary recommendations to address the fundamental flaws of the DC Gang
Database and take immediate steps to reduce its racially disparate impact. In the
full report, the authors will further explore the implications of the above-described
systems related to the DC Gang Database and expand on recommendations to
address its systemic impact.
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Abolish the DC Gang Database and mandate that
any gang affiliation contained within be removed
from all other DC agency systems.

Require MPD to notify every entity that has
obtained data from the DC Gang Database since
2009 of the deletion of such data by MPD, and
instruct such agencies to delete the data and
refrain from relying on such data in the future.

Require MPD to provide notice of the potential
impacts of being included in the DC Gang
Database to all individuals included since 2009.
Such notice should include the period of time the
person was in the database, the evidence
supporting their inclusion, a venue and
instructions for appealing inclusion, and a list of
each entity with which MPD shared information
regarding their inclusion in the database.
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Two days after Martin Luther King, Jr. delivered his “I have a dream”
speech, the FBI placed him on a watchlist that would permit detention without due
process in the event of a “national emergency.”?8 His designation? “[T]he most
dangerous Negro of the future in this Nation.”2? King was one of an enormous
number of Black political activists targeted by the FBI’s COINTELPRO program,
an operation initially formed to target the Communist Party but quickly expanded
to target all Black civil rights leaders deemed “subversive.” 30

In the words of law professor Andrea Dennis, “The foundation for today’s
expansive state surveillance system was built upon the lessons learned from
America’s history of monitoring Black people in America.”3! As is true of other
aspects of our criminal legal system, surveillance as a tool for social control
originates with this country’s brutal commitment to chattel slavery.32 Over time,
the overt justifications offered by law enforcement for surveilling Black and
Brown people have shifted, but the purpose and utility have remained the same.
Surveillance does not mean “protection” for all communities.

Government surveillance is a powerful means of blocking political
mobilization, destroying a community’s sense of safety and solidarity, and crushing
dissent. FBI records of Dr. King reveal that the government’s objective was to
“expose, disrupt, misdirect, discredit, or otherwise neutralize” the fight for Black
rights and Black power.33 African American studies professor Leigh Raiford puts it
plainly: “These documents ... reveal and confirm the kind of root investment in
anti-Blackness and quelling dissent that has long been part of our government
structure....”34

Despite subsequent declarations by members of the United States Senate that
surveillance aimed at “preventing the exercise of First Amendment rights of speech
and free association” are “intolerable in a democratic society, even if all of the
targets [are] involved in violent activity,” little has changed.35

Across the country and in this nation’s capital, law enforcement agencies at
the federal and state level continue to monitor, harass, and attribute criminality to
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Black, Brown, and marginalized people under the guise of “security” and
“crime control.” As recognized by Angel Diaz, a Liberty and National Security
Fellow for the Brennan Center for Justice, “Far from providing useful insights,
gang databases provide a ready-made way to justify ongoing surveillance,
harassment, and police killings that are unlikely to elicit widespread public
pushback because the people involved were ‘known gang members.’”36

Gang databases are used across the United States to track, surveil, and
incarcerate individuals, particularly from Black and Latinx communities. Several
community organizations have responded to the use of gang databases by law
enforcement agencies with lawsuits, FOIA requests, and other methods to halt or
slow the collection and use of such data.

Examples of large-scale gang databases have emerged over the last several
decades in numerous cities, including, but not limited to, Los Angeles, Portland,
and Chicago. In each of these cities, it became clear gang databases were having
discriminatory effects by tracking and criminalizing the behavior of almost
exclusively minority communities. Because of the severity of the effects these
databases had on minority communities, elected officials voted to shut down,
pause, or place significant guardrails on each database.

In Los Angeles, audit reports found the gang database to be filled with false
information regarding thousands of Black residents, resulting in a pause on the
police department’s access to the database.37 Similarly, journalists uncovered that
the majority of the individuals listed in Portland’s gang data base were
overwhelmingly Black and included for subjective criteria such as wearing gang-
related clothing rather than for any suspected criminal activity.38 Meanwhile, in
Chicago, public records highlighted how the deeply inaccurate database was used
to track over 100,000 Black and Brown residents with minimal justification.3?

Rather than learning from the ineffectiveness and discriminatory impact of
these databases in other jurisdictions, MPD has elected to maintain the DC Gang
Database. This report highlights how, similar to every other instance of the use of
gang databases, MPD’s practices have built an ineffective surveillance tool that
disproportionally impacts thousands of Black and Brown residents. In the end, the
DC Gang Database is based on the same historical justifications as the surveillance
of Martin Luther King, Jr—reinforcement of the subjugation of Black and Brown
residents through the blocking of their ability to flourish and politically mobilize.
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The DG Gang Database Today

MPD keeps the DC Gang Database secret. Former DC Chief Robert Contee
admitted in a letter to the DC Council that MPD does not notify individuals that
they have been placed in the database or are being tracked.4? There is no way for
residents to find out if they are in the database or to contest their inclusion.4! Only
through media efforts and lawsuits against MPD has the public gained access to

information about MPD’s secret database.42

This section aims to answer the basic questions community members may
have about MPD’s ongoing surveillance of DC residents. Our answers to these
questions are limited due to MPD’s ongoing resistance to making information
about its practices public. Notwithstanding the department’s intentional secrecy, the

questions this section seeks to answer are:

- Who is in the DC Gang Database?
- What are “gang members” and “associates”’?

- What are the “gangs” being tracked by MPD?

- Where is MPD tracking people?

- What are the reasons people are added to the DC Gang Database?
- How does MPD validate data in the DC Gang Database?

- Who has access to the DC Gang Database?

Who Is in the DC Gang Database?

Over 14 years, the DC Gang Database has tracked thousands of unknowing
DC residents. The size of the database has Figurel: The database size dropped by 48 percent in late 2022.
changed drastically between 2021 and 2022 Fluctuation in Number of Individualsin the DC Gang Database
(the only years with publicly available data).
In late 2021, the DC Gang Database
contained 3,687 individuals.43 The size of the
database dropped to 1,951 (48% drop) by
late 2022.44 News articles and lawsuits in

Number of individuals

2022 highlighting issues with the database 2y Sepember oy Mayzoss Qs
and demanding transparency4s triggered Source: Chicago Justice Project v. District of Columbia, 22-
. CA-00175 B, MPD FOIA Production October 19, 2022.
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MPD to remove nearly half of individuals tracked. MPD has yet to explain why the
DC Gang Database would shrink to almost half its size so suddenly after gaining
public attention. This report offers insights into this sudden reduction.

Although the size of the DC Gang Database has changed significantly over
the past two years, the racial composition of the database has not. Black
individuals make up over 80% of the database, while Latinx individuals represent
the next largest population at 12%.46 Meanwhile, the DC Gang Database included
one (1) White individual (out of 1,951) as of October 2022, 47 despite the existence
of white supremacist groups and other White-centered affiliation groups also

matching MPD’s definition of a “gang.”48

Figure 2: DC Gang Database by Race (January 31, 2022)

White/AAPI/Unknown

Hispanic

Null

Black/African American

Source: Chicago Justice Project v. District of Columbia, 22-
CA-00175 B, MPD FOIA Production October 19, 2022.

This pattern remains consistent when examining young people in the DC
Gang Database. In 2021, 697 juveniles (individuals under the age of 18, according
to MPD), were in the database, comprising nearly 20% of the total, and 100% were
people of color.4? Of these young people, MPD labeled 300 as gang associates and
another 319 as gang members.30
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Figure 3: In 2021, 20 percent of the database were juveniles under the

age of 18, 100 percent were people of color
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Source: Chicago Justice Project v. District of Columbia, 22-
CA-00175 B, MPD FOIA Production October 19, 2022.

What Are “Gang Members” and “Associates”?

MPD Special Order 09-03 (the “Special Order”) refers to several DC
criminal codes and definitions to describe the procedures and criteria used to
include individuals within the DC Gang Database.5! Citing the DC Official Code,

MPD defines a “criminal street gang” as:

“An association of six (6) or more persons that has a condition of
membership or continued membership the committing of or actively
participating in a crime of violence, or has one of its purposes or
frequent activities the violation of the criminal law of the District or
the United States.”>2

With this definition as a foundation, MPD uses the following criteria to identify

people as “gang members” or “gang associates” and include them in the DC Gang
Database:33

a. Individual is observed associating with documented “gang members”;
b. Individual 1s observed displaying gang symbol and/or hand signs;
c. Individual is observed with gang tattoos;
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d. Individual is observed attending gang meetings;

e. Individual is arrested in a gang area for an offense that is part of that gang’s
criminal enterprise; or
f. An in-custody Department of Corrections background screening supports the

individual’s gang affiliation.

Because MPD has made no effort to define many of the terms relied upon in
these criteria, officers have broad discretion to apply them to anyone. Additionally,

unlike the DC Code’s definition, MPD’s criteria do not require police to show any
evidence that an individual has any fidelity to a criminal enterprise. MPD only

requires “reasonable suspicion to believe” that any of these criteria have been

met.54 MPD’s Special Order does not define “reasonable suspicion to believe,” but
when asked by Councilmembers, Former Chief Contee explained:

MPD defines a “reasonable suspicion”...as an MPD member
[witnessing] an individual congregating and interacting with multiple
known, validated gang/crew members.>5

Neither Former Chief Contee nor MPD’s Special Order explain how an

officer is to know or identify “known validated gang/crew members.” Rather,
Contee explained that officers need not observe criteria in real time, but rather may
make observations over social media or through other online surveillance.5¢ These
comments highlight the lack of objective procedures to determine if an individual

deserves a life-altering classification as a “gang member” or “gang associate.”

MPD also states that a person need not meet all criteria to be added to the
DC Gang Database. Rather, an officer only needs to believe a person satisfies two
criteria to mark them as a “gang member” and ore criterion to mark someone as a
“gang associate.”s7 This low barrier for inclusion means a person may be added to
the DC Gang Database based solely on an officer’s single, out-of-context
observation. Simply being in the wrong area one time could lead to inclusion in the
database.

Based on these criteria, MPD has labeled thousands of local residents as
“gang members” and “gang associates.” In 2021, 35% of individuals in the
database met only one of the above criteria and were marked as “gang

associates.”58 Meanwhile, 65% of individuals were marked as “gang members.”
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However, after public criticism, MPD informed the DC Council in 2022 that all

individuals marked solely as “gang associates” within the DC Gang Database
would be removed.®® Over a year after making the promise, MPD had still not

removed all “gang associates” from the database.¢! Although MPD has made some
procedural changes, the department’s continued practice of tracking individuals
based on a single criteria demonstrates the agency’s indifference toward DC

residents’ lives and privacy, an indifference that has existed since 2009.
What Are the “Gangs” Being Tracked?

MPD’s Special Order defines criminal street gangs as associations of six (6)
or more persons with membership conditioned on committing violent crimes or
frequently violating DC laws.%2 As of October 2022, the DC Gang Database
tracked one-hundred and eight (108) “gangs” within the DC-Maryland-Virginia

(DMV) area.63 However, many of these tracked “gangs” do not meet the definitions
set by the DC Official Code, federal regulations, or MPD itself.

More than a quarter (28%) of the “gangs” tracked have five (5) or fewer

individuals within them.%4 Nearly 10% of the “gangs” tracked by MPD have only
one (1) individual within them.¢5 This is likely because a vast majority of the

“gangs” tracked in the DC Gang Database do not follow traditional structures or

names, like MS-13 or Bloods. Rather, the vast majority of “gangs” MPD tracks are
given the name of street corners or apartment buildings where officers observe
individuals congregating.®¢ Further, despie meeting the criteria set under the DC
Gang Dataasbe and DC Criminal code, no white supremacist groups are contained
with the Dc Gang Database. MPD’s naming protocol does not illustrate an
intelligence-based strategy by MPD to identify or target criminal street gangs as
defined by the DC Code. Instead, MPD’s naming practices demonstrate a pattern of
targeting groups of People of Color in public spaces—and typically in under-

resourced areas—without any tie to violent or criminal activity. MPD’s creation of

“gangs” with fewer individuals than DC code definitions permit only exacerbates
the problem.
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Figure 4:Categories of Gang Entries in DC Gang Database

Music/social media groups
3.8%

Gang/crew/mob name
23.6%

Neighborhood/building
39.6%

Street names
16.0%

Street corners
17.0%

Source: Chicago Justice Project v. District of Columbia, 22-
CA-00175 B, MPD FOIA Production October 19, 2022.

Where Is MPD Tracking Individuals?

The DC Gang Database purports to track individuals across the relatively
wide geographic area of DC, Maryland, and Virginia, however, tracked individuals
are concentrated in historically Black and Brown zip codes. The three largest
concentrations are in zip codes east of the Anacostia River, accounting for 848, or
nearly half (43%), of the total.6” Meanwhile, zip codes in areas of DC with
predominately white residents, like Georgetown, have zero individuals in the
database.®® The remaining zip codes with individuals tracked by the DC Gang
Database follow this disproportionate pattern: zip codes with the highest
concentrations of Black and Brown residents have the largest concentration of
people contained on the database, while historically white neighborhoods have the
fewest. Furthering this disproportionate surveillance focus, the DC Gang Dataabse
names over 20 “gangs” after DC public housing complexes.®® Of those complexes,
MPD tracks over 500 DC Public housing residents on the DC Gang Dataabse.
Again, illustrating a focus to surviel historically margennalized communities.
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Figure 5: DC Gang Database Extends to Black Communities Surrounding l
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What Are the Most Common Reasons People Are Added to the DC
Gang Database?

As demonstrated, MPD uses a set list of eight criteria to justify adding a
person to the DC Gang Database, from which officers may assign as many criteria
as they believe to be applicable. From the assignment of these tags, the public is

able to determine MPD’s most common justifications for surveilling DC residents.
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Figure 6: Total Number of Database Entries per Number of
Tags/Criteria
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Percentage (of total entries)

0.00%

1 tag 2 tags 3 tags 4 tags 5 tags

Number of tags (criteria)

Source: Chicago Justice Project v. District of Columbia, 22-
CA-00175 B, MPD FOIA Production October 19, 2022.

Of the 1,951 individuals in the DC Gang Database as of October 2022, MPD
attached only two criteria to justify inclusion for the vast majority(73%).70 The

most frequently used criteria was “observed associating with documented gang
members,” which was applied to 1,433 people (73%).7! After this criteria, there is a

significant drop-off in MPD’s use of any other criteria. the below data shows

MPD’s heavy preference for placing people in the DC Gang Database based on
association and/or arrest location alone.

Figure 7:Most Frequently Used Tags for Database Entries
Observed associating with
documented gang members

Observed attending gang
meetings

Identified as a gang member
by an unproven informant

Observed displaying gang
symbols and/or hand signs

Criteria

Observed with gang tattoos

Arrested in a gang area for
an offense that is part of that
gang's criminal enterprise

In-custody DOC background
screening supports the
individual's gang affiliation

0 500 1000 1500

Number of entries

Source: Chicago Justice Project v. District of Columbia, 22-
CA-00175 B, MPD FOIA Production October 19, 2022.
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MPD’s ability and inclination to label indivduals as “gang members”, using
two criteria, in the database with very little evidence is further demonstrated by
how frequently MPD combines these criteria. In fact, the two most popular criteria
used together by MPD to label someone as a “gang member” appear nearly 100%
of the time.”2 This means that for the majority of people in the database, MPD
justifies their inclusion by claiming to observe them associating with gang

members and attending “gang meetings.”

In practical terms, this means that if an

officer observes a group of people congregating and believes any one of those

people is a gang member, both criteria are met and the “gang member” designation

may be applied to the entire group.”

Figure 8: MPD justifies inclusion in gang database based on two
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32.63% 21.05% 132% 47.89% ~2.89%

20.93% 2.15% 42.40% ~6.98%

45.70% 5.47% 41.80% ~6.25%

28.57% 33.33% 40.48% ~11.9%

22.57% 10.19% 162%
3.29%-

3.38% 61.18%- 62.84%

~8.86%

10.53% - 10.81%

Source: Chicago Justice Project v. District of Columbia, 22-
CA-00175 B, MPD FOIA Production October 19, 2022.

How Does MPD Validate Data in the DC Gang Database?

According to US federal regulations for databases like the one used by the
District, MPD is required to revalidate or remove individuals contained in the DC
Gang Database every five (5) years.”* MPD indicates there is an automatically
generated list of everyone approaching the five-year anniversary of inclusion in the
database. A designated analyst is responsible for reviewing this list monthly and
initiating the review of the validation information. In accordance with 28 CFR 23,

current information is required to support the individual’s re-validation. If there is
no current information, MPD must remove the individual.’s
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Despite clear federal guidance on validation, MPD has consistently failed to
properly validate and revalidate individuals in the DC Gang Database. In MPD’s
own words:“[SJome of our validations are lacking the details to support the

validation” and “sooner or later the entire unit is going to get burned for this.””76
This reality is evidenced by recent history: after the public pressured MPD to
review its validations within the DC Gang Database in 2022, MPD had to remove
48% of individuals.”” Media reports demonstrate that MPD has a long-standing
practice of not properly validating individuals in the database and keeping them

listed long after their validation data has expired.’”® Even after MPD’s 2022 review,
one-hundred and sixty-seven (167) individuals remain in the DC Gang Database
without validation, in violation of federal regulation 28 CFR 23.79

MPD’s continued failure to properly validate individuals in the database

illustrates the department’s inability to maintain the system without prejudice. By
their own standards for inclusion, MPD repeatedly fails to justify surveillance of
thousands of DC residents. Without any checks, MPD continues its practice of
tracking almost exclusively Black and Brown residents without justification or
consequences. This practice, coupled with the fact that MPD then shares this non-
validated data widely without regulation, has the effect of marking people for life.

Who Has Access to the DC Gang Database?

The DC Gang Database contains a vast array of personal information for
those tracked by MPD. This data includes social security numbers, home
addresses, photos, and arrest records. This data also includes social media
accounts, pictures, and videos collected by MPD about an individual.80 As leaks to
the public have demonstrated, MPD does not redact or otherwise shield this highly

personal data within the database. Further, MPD’s Special Order does not provide
any guidance on how personal information within the database should be
safeguarded by officers or shared with outside entities. The degree of personal data
contained within the database, combined with the lack of protections for that data,
raises grave concerns, especially when considering the vast number of people and
entities with access to the DC Gang Database.
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Figure 9: The DC Gang Database has a vast array of personal
information, raising privacy concerns.
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CA-00175 B, MPD FOIA Production October 19, 2022.
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Over 400 MPD employees had access to data within the DC Gang Database
as of November 2021.8! The Violent Crime Suppression Division (VCSD) of

MPD’s Investigative Services Bureau is responsible for the administration of the
database, validating gang and crewmembers for inclusion in the database, and
serving as a liaison and resource to other MPD units in gang identification and
validation.82

Individuals with access to data contained in the DC Gang Database have the
capability to share data with outside entities.8$3 MPD admits that it provides

personal information from the database to outside entities on an “ad hoc” basis.84
MPD does not require these users to specify the reason they are searching on
behalf of or providing information to an outside entity.85 This means that
department has been sharing personal information contained in the DC Gang
Database without tracking why that data is shared or how it is being used. MPD
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also does not track the requests it receives from outside entities for data and
whether those requests are granted.8¢ Despite the lack of tracking, the authors have
discovered that the following outside entities have received information from the
DC Gang Database:

° DC Housing Authority Police Department87
° DC Department of Youth Rehabilitation Services$8

° Metro Transit Police Department3®

° FBI — Safe Streets Task Force0

* United States Citizenship and Immigration Services — Washington Field
Office!

° Fairfax County Sheriff's Office92

° DC Department of Corrections?3

¢ United States Attorney’s Office%4

° United States Marshals Services

° United States Secret Service%

¢ Charles County, Maryland, Sheriff’s Office%7

° United States Drug Enforcement Agency®8

° United States Bureau of Alcohol, Tobacco and Explosives®®
° DC Court Services and Offender Supervision Agency!00

° Montgomery County, Maryland, Police Department!01

Prince George’s County, Maryland, Police Department!02

° DC Public Schools!03

° United States Park Policel04

° DC Homeland Security and Emergency Management Agency!05
° Washington Regional Threat Analysis Center!06

° United States Probation Office for the District of Columbia!l?

° United States Department of Justice!08

The large amount of personal data in the DC Gang Database shared with
outside entities in DC and across the country exponentially increases the impact on
those tracked. As the remainder of this report examines, this sharing has led to
increased criminal penalties for individuals in jurisdictions outside of DC. Outside
entities have also used data in the DC Gang Database to support deportations of
individuals in other jurisdictions. MPD’s ongoing use of the database, a racially
discriminatory system with no real procedural safeguards, continues to have

significant impacts on people’s lives.
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Impact on Criminal System

As explained above, the DC Gang Database is fundamentally unreliable. The
procedures used by MPD to add individuals to the database do not meet the
minimum requirements of due process or federal regulations.!®® Indeed, MPD
itself has admitted that “some of [its] validations are lacking the details to support
the wvalidation.”!10 Internal correspondence illustrates the severity and

pervasiveness of this problem, with high-level officers noting that there are “weak/

bad validations in the DC Gang Database” and that “sooner or later the entire unit
is going to get burned for this.”!1!

Internal correspondence also shows MPD seeks to include as many people in
the DC Gang Database as possible, regardless of accuracy.!12 In fact, some officers

have remarked in correspondence to each other how they are “frustrated” by the
number of people in the database.!!3 This problem is perpetuated by MPD
leadership, which congratulates officers for adding validations and sets goals that
prioritize the number of people included.!14

MPD Increases the Criminalized Population by Sharing Unreliable Data

Despite the unreliability of the data, MPD shares information from its gang
database with other law enforcement agencies both inside and outside of the
District, thereby increasing the number of individuals who are swept into the
criminal legal system. For instance, MPD communicates with ICE about whether

particular individuals have been “validated” in the DC Gang Database.!!> This

information can then be used to threaten someone’s immigration status or deport
them. Indeed, ICE has arrested and detained Public Defender Service clients on the
basis of their alleged gang affiliation.

Other federal agencies, like the US Probation Office and the US Secret
Service, also submit inquiries to MPD about gang status and rely on that

information in their law enforcement capacities. DC’s Court Services and Offender

Supervision Agency (CSOSA) similarly inquires about individuals’ purported gang
affiliation—information the agency can use to impose onerous supervision
conditions and even send individuals back to jail. When those individuals are not in
the DC Gang Database, MPD offers to search social media platforms such as
Instagram and YouTube to find information that might make them eligible for
inclusion.!16 MPD shares information from its DC Gang Database broadly with law
enforcement agencies in other states as well. For example, MPD communicates
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with Prince George’s County Police Department, Montgomery County Police
Department, and Baltimore Police Department about gang information, including
by asking those other departments to fill out validation forms so even more
individuals can be added to the DC Gang Database.!!7 All of this information-

sharing broadens the reach of MPD’s unreliable gang database and sweeps more
people—almost entirely people of color—into the criminal legal system.

The DC Gang Database, and MPD’s Related Practices, Create Serious
Fourth Amendment Problems

Despite being unreliable and overinclusive, MPD uses inclusion in the DC
Gang Database as a reason to stop and search individuals, even when there is no
legal basis to do so. The Fourth Amendment guarantees that people in the United

States will not be subjected to “unreasonable searches and seizures.” This means
that officers cannot stop or search someone unless they have a warrant signed by a
judge or probable cause to believe a crime has been committed—such as observing
the crime happening.

There is a very limited exception to the requirement that an officer have a
warrant or probable cause to seize someone. An officer may temporarily detain

someone only if they have “reasonable and articulable suspicion” that the person
has recently committed a crime, is in the process of committing a crime, or is soon
going to commit a crime.!!8 That suspicion, however, must be particular to the

person being stopped.!!® It cannot be just an unsupported “suspicion or hunch’120
or guilt by association.!?l Where the activity police are relying on to seize an
individual also captures a large category of presumably innocent people,!2? that
activity does not create reasonable suspicion.

MPD’s policies and practices fail all these tests. In violation of the Fourth

Amendment, MPD’s written policies tell officers that being listed in the DC Gang
Database alone qualifies as reasonable suspicion. In effect, officers are authorized
to stop people in the database anywhere and at any time regardless of whether they
have actual suspicion that the person is involved in criminal activity.123 This is
exactly the type of unsupported hunch and overly large categorization that is
disallowed as the basis for a reasonable suspicion. The impact of this policy is
made worse by the fact that, as described above, MPD has been aware for years
that the DC Gang Database is highly inaccurate. Thus, there is a high likelihood
that when MPD officers stop people simply because they are listed on the database,
they are stopping innocent people. This problem is exacerbated by the fact that as
of 2021, 35% of people in the database were not identified as gang members, but

TARGETED, LABELED, CRIMINALIZED




rather were labeled as “associates.” As discussed above, all that is required to be

considered an associate is to be seen “associating” with someone the police had
previously identified (correctly or incorrectly) as a gang member.

However, despite the Fourth Amendment’s clear prohibitions on these kinds
of stops, MPD regularly stops individuals solely because they are in the DC Gang
Database, or are near or talking to individuals in the DC Gang Database. One
lawsuit alleges, for instance, that MPD seized and harassed an individual solely

because he was “hanging out with known gang members.”124 This practice extends
the harms and inaccuracies of the DC Gang Database even further because MPD

uses these encounters to help “validate” additional people as gang members. That

“validation” then becomes a basis for later stops, searches, and escalating harms,
creating a cycle of over-expansive policing that sweeps up entire neighborhoods
and families.

Because the DC Gang Database frequently includes people for whom there
i1s no particularized suspicion of criminal activity, membership in the DC Gang
Database 1s a better proxy for race and geography than it 1s for criminality. For
example, an individual could be included in the DC Gang Database because they
are friends with a neighbor who MPD has deemed a gang member, or because they
stop to talk to their cousin on the way home from school and it turns out their

cousin has been listed in the DC Gang Database. That individual’s name and photo
would be passed around MPD and when officers next encounter that person in their
neighborhood, talking to other neighbors, MPD can use their inclusion in the
database as a pretext to stop that person, talk to them, pat them down, or chase
them.

These unconstitutional seizures are almost never subjected to public
scrutiny. If the person police seized is never arrested, the public may never know
about this ongoing harassment. Even if the person is arrested, the officer may list
other bases for the stop, omit the gang association, and keep the true basis for the
stop secret. After “stop and frisk” was found unconstitutional in New York,

Professor Babe Howell explained: “The gang allegation provides a facially race-
neutral means for policing the usual suspects in the usual way. However, because
gang databases and intelligence are secret, this policing avoids both public and

judicial scrutiny.”!25 Indeed, in instances where the purported “gang association” is
revealed during criminal litigation it can be extremely problematic and prejudicial.
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Further, because many of DC’s “gangs” are, in reality, groups of individuals
who live together in the same neighborhood, “gang association” often serves the
same function as “high crime neighborhood” designations in the Fourth
Amendment context. Frequently, officers use the “high crime area” descriptor to

paint entire neighborhoods as dangerous and to justify their stops. The “high crime
neighborhood” label is also tinged with issues of race and class. Though an
individual’s presence in a “high crime area” is “among the relevant contextual
considerations in a 7erry analysis,” it cannot be the only factor to justify a stop.126
As DC Circuit Judge Brown explained of MPD’s stop and frisk practices in “high
crime”’-designated neighborhoods:

[T]ry to imagine this scene in Georgetown. Would residents of that
neighborhood maintain there was no pressure to comply, if the
District's police officers patrolled Prospect Street in tactical gear,
questioning each person they encountered about whether they were

carrying an illegal fircarm? Nothing about the Gun Recovery Unit’s

modus operandi is designed to convey a message that compliance is
not required.!27

MPD similarly uses “gang database” labels to paint entire neighborhoods as
areas of “gang activity” and the people who live in and visit them as “gang

members.” A similar thought experiment to Judge Brown’s is helpful here: imagine
that MPD tracked a group of young, white individuals in Georgetown known to use
drugs and engage in illegal gambling. MPD monitored their social media,
interviewed their friends, and distributed their photos throughout the department.
MPD then sent officers to their Georgetown neighborhood and stopped and
questioned every individual walking down Prospect Street who they recognized as
friends of the gang members. Functionally, that is what MPD does with the DC
Gang Database. But instead of young, white individuals in Georgetown, MPD
targets communities of color.

MPD’s use of the DC Gang Database—which includes non-individualized
determinations, unreliable evidence, unreasonable inferences, and guilt by

association—flies in the face of many of the Fourth Amendment’s fundamental
protections.
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The DC Gang Database Entraps Individuals in the Criminal Legal System
and Compounds its Harms

Gang allegations derived from the DC Gang Database are used in myriad
ways to increase punishments and entrap minorities in the criminal legal system.
From additional criminal charges to increased levels of supervision to harsher
conditions of confinement, gang allegations materially impact individuals at every
stage of the criminal legal process.

Additional Charges

Recruitment or participation in a gang is a violation under the DC Code that
carries a penalty of up to six months in prison (and up to five years in prison if

participating in another crime “in association” with any member of the gang).!28

The law defines “criminal street gang” as an “association or group of 6 or more
persons” who, as a condition of membership, must commit or actively participate
in committing a crime of violence or which has the purpose of engaging in
frequent violation of the law.129 The procedures for inclusion in the DC Gang
Database, however, do not share this definition, and MPD includes individuals who

are merely “observed associating with documented gang members” or “identified
by an unproven informant,” among other criteria that do not require any active
participation in violating the law. The DC Gang Database tracks associations of
fewer than six individuals who have no relation to criminal activity at all.
Nevertheless, gang charges—often derived directly from and supported by
inclusion in the DC Gang Database—are brought against District residents,
including youth sentenced under the Youth Act.

Pre-Trial Release and Supervision

Gang allegations can prevent people from being released pretrial. Judges can
also factor gang allegations into their bond assessments. Inclusion in the DC Gang
Database can be used to detain an individual prior to trial or to allow arrest by
another law enforcement agency while on pretrial release. Being incarcerated
pretrial—while presumed innocent—can have irreparable effects on employment,
housing, and parental custody. For instance, ICE has arrested individuals in DC
Superior Court who are released pending their trial simply because MPD identified
the person as a gang member to ICE.

Individuals on supervised release likewise face harmful consequences based
on gang allegations. CSOSA requires that some individuals on supervised release
wear GPS monitors to track their movements. Often, when an individual is

. included in the DC Gang Database, CSOSA will impose “exclusion zones”—areas
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an individual is not permitted to enter based on that area’s alleged gang affiliation.
When whole neighborhoods are swept into the DC Gang Database, this can
effectively mean an individual is not able to visit the areas where their family,
friends, and entire communities live. The GPS constantly monitors an individual’s
movements and generates a log for supervision officers. If someone is caught

entering an “exclusion zone,” they can be arrested and re-incarcerated for lengthy
periods by the United States Parole Commission, without judicial review.

Impact on Incarcerated People

The Department of Correction (DOC) keeps its own list of alleged gang
associates and members in its custody, and internal MPD correspondence reveals
that DOC and MPD maintain close contact about who should be added to that list.

Indeed, DOC’s Office of Investigative Services touts their use of “intelligence
reports from local law enforcement databases” to assist with investigations and
operations at the DC Jail.130 This relationship is reciprocal: MPD officers visit the
DC Jail to collect data for the DC Gang Database, including speaking with people
incarcerated there without their lawyer present. MPD also uses the DC Jail census
to collect information.!3!

As of October 2022, 152 individuals were included in the DC Gang
Database because of this collaboration, which also has a material impact on an

individual’s incarceration.!32 In the DC Jail, for instance, unproven gang
allegations can lead to prolonged periods of segregation and even solitary
confinement.

Sentencing Recommendations

DC prosecutors have argued that gang allegations should be factored into the

length of a sentence. The government’s stated rationale is usually that once
someone is a gang member, they are forever a gang member. This rationale is
troublesome, because most young people age out of the need or desire to be in a
gang, if they were ever in one in the first place. It is especially problematic when
gang allegations are inherently unreliable and largely based on immutable
characteristics—Ilike race or neighborhood of birth—rather than any behavior or
activity.
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Impact on Youth in DG

The DC Gang Database is consistent with the existing systems of discriminatory
profiling and policing in the District. Data obtained in 2022 demonstrates that 44%
of individuals in the database are under the age of 24 and that 82% are Black

people.133 Geographically, 42% of entries are from “east of the Anacostia River,
whose wards contain only 22 percent of DC’s population and are some of the
district’s poorest, most predominantly Black, and most heavily policed areas.”134
Taken together, the database appears to exacerbate the criminalization and

stigmatization of youth of color by discriminatorily targeting and labeling Black
and Brown youth as gang members or gang associates.!35

Inclusion in the database can lead to greater interactions with the police,
which can have life or death consequences for Black and Brown youth. Babe
Howell, a professor at City University of New York School of Law and an expert

on gang policing, describes how “aggressive gang policing creates a ‘self-fulfilling
prophecy’—one in which, like stop-and-frisk policing, cops are given rein to ‘put a
label’ on young Black and Brown people and then use that label as an excuse to

‘police the hell out of them.’”136

This phenomenon is exemplified in the 2020 pursuit and murder of 18-year-
old Deon Kay by MPD.137 According to The Intercept, “part of the MPD’s
justification for the pursuit was that Kay was a ‘validated gang member.’”’138
However, then-MPD Chief Newsham’s assertions that “Kay was a ‘validated gang

member’ who had ‘multiple touches with the criminal justice system’ . . . could not
be verified” by the Post.139

In another fatal 2020 police pursuit, 20-year-old Karon Hylton-Brown was
killed when MPD Officer Terence Sutton and Lieutenant Andrew Zabavsky, later
convicted of murder, chased Hylton-Brown for failing to wear a helmet and riding
an electric scooter on a sidewalk.140 According to the Washington Post, the attorney

for MPD Officer Sutton cited Hylton-Brown'’s “drug gang membership” as a part of
the defense for the officer’s actions.!4! Hylton-Brown was also known to Sutton,
who was a member of the Crime Suppression Team, which was criticized for
“unfairly target[ing] Black neighborhoods and embody[ing] the ‘warrior’ model of

- -
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policing.”142 Following Hylton-Brown'’s death, DC Police Commander Randy

Griffin explained that “officers are required ‘to give special attention to persons of
known bad character,”” suggesting that Officer Sutton might have been pursuing
Hylton-Brown based on perceptions of his character gathered from their prior

interactions.!43 This incident had ripple effects for Hylton-Brown’s family and
community, including Hylton-Brown'’s young daughter who was left fatherless.!44
The profiling of Hylton-Brown is consistent with labeling and categorizing youth

based on tenuous connections or assumptions of gang involvement that undergirds
the database.

In an MPD Intelligence Branch Daily Activity Report from 2018, an MPD
officer “monitor[ed] school dismissal at Cardozo for gang activity” and “made
contact with SRO’s to gather Intel on any reported gang activity within the
school.”!45 In 2020, MPD officers “met with SRO [redacted] at Ballou for
information of any beefs in the school which may extend into the neighborhood’’146
and mentioned that “[i]Jnte]l members made contact with DCPS preparing for the
upcoming school year next month.”147 MPD officers frequently made “school

checks,”148 including at Cardozo,!4° Roosevelt,!50 and Columbia Heights
Educational Campus,!5! all schools in which at least 95% of students self-identified

as Black or Brown. In addition, MPD “inte]l members conducted a gang
presentation at Anacostia High School for DCPS behavioral specialist staff.”152
These interactions demonstrate a pattern of DC police surveilling Black and Brown

students based on a presumption they will engage in “gang activity.” Despite the
significant resources dedicated to this surveillance, there is no evidence to suggest
these tactics are effective. Even with steps taken to remove SRO (school resource
officer) access to the database,!33 frequent contact between youth and police
officers in schools!54 continues the profiling and stigmatization of Black and

Brown youth. As one young person put it, “If I was in the [G]ang [D]atabase, I
could die[.] I could get blamed for everything. I could be a victim all the time.”’155
Black and Brown youth are endangered in this vicious cycle of
discriminatory profiling as their family’s income and neighborhood, all of which is
beyond the youth’s control, can be determinative of whether that youth is marked

as a “gang member” or an “associate.”!56 As numerous young people have noted,
youth are asked by teachers from middle to high school, police officers, and SROs
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whether they hang out with a certain group of people.157 Three Black youth who
were interviewed in connection with this report voiced concerns about “racial
profiling,” with others voicing concerns of “false accusations” and being a “target”

as potential consequences of being in the database.!58 When asked about the
database and its impact on her and other young people, one youth advocate stated,

“You can have a feeling of—no matter what I do—I will be seen as a criminal or a
bad person . . . It makes for a turbulent relationship between cops and youth.”159

MPD reports from 2019 and 2021 also mention its officers attending “a
varsity soccer game where Cardozo was playing against Bell High School,’160
“monitor[ing] [a] funeral,”!¢! and “Gang follow up (music video identifications
[on] social media, DIO follow ups).”162 These benign activities show no more than

the aspects of community life that can be coded as “gang-related” or “gang-like” by
race, class, and geographic location of participants.

The Gang Database Criminalizes Normal Adolescent Behavior

The DC Gang Database relies on vague criteria that criminalizes normal
adolescent behavior. MPD can conclude that a young person is a gang member or a

gang associate based on the person’s neighborhood, friends, clothing, or tattoos,
but all of these “suspicious” characteristics are just as easily explained by typical

teenage behavior. For MPD, the difference between “normal” teenage behavior and
signs that a young person is in a gang often comes down to race.!63 As Professor
Kristin Henning articulates, “Teenagers signal their loyalty to their clique by sitting
together at school, hanging out after class, dressing alike, and giving themselves
nicknames and symbols. For most kids, these behaviors are considered normal and
even encouraged for healthy social engagement. For Black youth, these behaviors
carn them the label of “gang” or “crew” and put them at risk of arrest — just for
being in the group.”164

Emails between members of the Gang Intelligence unit detail MPD’s regular
presence in and around DCPS middle and high schools, and their process of
proactively attempting to confirm gang database validations through monitoring
who students associate with in and outside of school, the clothing they wear, and
what they post on their social media.1¢> Henning explains the unreliability of such

validation methods, saying “police treat emoji, hashtags, ‘likes,” and Facebook
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friendships as an admission of gang membership, and target teenagers for boasting
about crimes they didn't commit, making threats against rival groups they have no
intention of pursuing, and posting rap lyrics that glorify guns and violence.
Unfortunately, police and prosecutors who lack the cultural competencies to
accurately interpret urban communication often misinterpret—or intentionally

misconstrue— signifying’ and bravado as more nefarious than they really are.”166

The United State Court of Appeals for the First Circuit’s decision in Ortiz v.
Garland (2022) further speaks to the dangers of criminalizing normal adolescent
behavior.167 In Ortiz, the Bureau of Immigration Appeals (BIA) denied Ortiz’s
claim for asylum based on his alleged gang membership by the Boston Police
Department.168 But the en banc!® First Circuit overturned the BIA’s order,
observing that “Ortiz’s conduct as described in the database,” such as being with

friends, was nothing like “gang-like’ activities.”!70 The court noted that “absent the
unsubstantiated statements that those with whom he associated were gang
members, the [Field Interrogation Observations] show no more than a teenager
engaged in quintessential teenage behavior—hanging out with friends and
classmates.”!7!1

Additionally, for some youth of color in DC, simply being born in a certain
neighborhood puts a target on their backs. According to Judge Howell, “You can’t
exist in certain neighborhoods without belonging to your block’s crew. Unless
you're going to be locked inside all your life, and even that may not be enough.”172

There are no membership rolls that clearly identify who belongs to a gang and
which members of the gang are actually engaging in violence or crime. Journalist

Alice Speri in The Intercept notes: “More often than not, if you're born on a block,
that’s the group you belong to, regardless of how actively or reluctantly you
identify.”173

One DC high school student voiced concern that, according to the rules of
the DC Gang Database, “people can judge you [based] on what neighborhood you
live in.”’174 The database is “messing up kids’ lives based on perceptions about who
they are, based on where they live.”!75 Other DC youth voiced concerns that being
suspected as a gang member merely because they are hanging out in their

neighborhood with their friends could result in harmful consequences.!7¢ They
feared teachers treating them differently, having difficulty getting a job, and even
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criminal repercussions for being in the “wrong place,” when that “wrong place” is
simply where they live.177

Department of Youth Rehabilitation Services

Youth in the ‘deep end’ of the juvenile legal system are committed to an
executive government agency known as the Department of Youth Rehabilitation
Services (DYRS). If a young person is found by a juvenile court judge to have
been involved in an offense that would have been a crime if they were an adult
(e.g., found guilty), they can be subject to a variety of punishments. When a young
person is arrested and requires a determination for custody, the judge may either
make a determination that: 1) no additional intervention is needed towards
rehabilitation and the young person may return home; 2) the youth should be sent
home under probation; or 3) the youth should be placed in the custody of DYRS
for a specified amount of time.

For years, DYRS used an initial risk assessment called Structured Decision
Making (SDM) to determine youth outcomes.!78 This tool is used by judges to
decide outcomes for young folks and is considered highly persuasive. The tool
considers several factors to determine a young person’s risk to society, including
suspected gang or crew membership and peer relationships with potential crew
members. These gang/crew categories add two to three points on the scale,
weighing against the return of a young person to their home and families. Every
single point makes a difference.!7%

For youth falling under the supervision of the DYRS, considerations of
gang, crew, or neighborhood affiliation come up in a host of ways. For example,
when youth are held in any DYRS facility, assessments are made as to where they
are housed based on their neighborhood affiliation in case there is a perceived
“beef.” Also, when youth are in a community placement and DYRS seeks to revoke
this status, DYRS may raise clinical or safety concerns regarding the young
person’s ability to remain in the community due to potential gang, crew, or
neighborhood affiliation. In fact, DYRS may use this as a basis for initial removal,
which allows for emergency removals from the community without a youth'’s
consent.

DYRS consistently communicates with MPD regarding its youth,
including sharing lists of “DYRS violent offenders” and notifying MPD when
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specific youth are getting released from their facilities.!80 This sustained level of
communication between DYRS and MPD allows police to maintain constant
surveillance over young people and diminishes their opportunity to be free from
police harassment as they go through the rehabilitative process.

A Constant Harm on Black and Brown Youth

Black and Brown youth in DC are subjected to high levels of contact with
police, which impacts them in a variety of negative ways. In her book The Rage of
Innocence, Professor Kristin Henning introduces the topic of “Policing as Trauma”
with a case study.!8! She describes her teenage client, Kevin, who lives in
Southeast DC where police are omnipresent.!82 Kevin has been stopped by MPD
officers close to his home at least fifty times: “alone and with friends . . . on his
way in to buy chips at the convenience store and sometimes on his way back out . .
. when he was texting his girlfriend and when he was just waiting at the bus stop or
sitting in a folding chair outside his building.”!83 This constant interaction with the
police has serious consequences—beyond those of becoming entangled in the
criminal legal system—tfor Kevin, and for all Black and Brown youth in DC

Youth are likely to develop mental health issues like PTSD and anxiety as a
result of interactions with police.!8 Police stops have also been shown to cause
sleep quality disturbance for youth, not only those who have been directly stopped
by police, but also those who witnessed police stops, and those who personally
know someone who has been stopped.185 Kevin, who was first arrested when he
was twelve years old “for arguing with the police,” displays symptoms of PTSD,

anxiety, and sleep disturbance.!8¢ In short, “Kevin has all the signs of trauma.”187

Black and Brown children are dehumanized!®® and stopped by police at age
twelve, or even younger, for normal adolescent behavior.!39 A study published by
Professor Phillip Atiba Goff in 2014 found that “Black children are afforded the
privilege of innocence to a lesser extent than children of other races.”190 According
to the study, experienced police officers perceived Black boys as, on average, 4.59
years older than their actual age,!°! and saw Black boys as “more culpable for their
actions (i.e., less innocent) within a criminal justice context” than children of other
races.!92 This phenomenon is not limited to Black boys. The report Girlhood
Interrupted: The Erasure of Black Girls’ Childhood tells of a Black girl’s arrest in
New York City for using a metrocard for youth under 19 because the officers did
not believe the girl, nor her parents, that she was 15 years old.193 The girl was later
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treated at a hospital for injuries from being handcuffed while she waited for her
mother to bring her birth certificate to the police station.!94

A study published in 2019 showed that Black and Latino boys’ frequent

contact with the police “predicted more frequent engagement in delinquent
behavior.”195 This was true whether or not the stopped boy had engaged in any
prior delinquent behavior.19¢ Subsequent delinquency increased the younger the
boy was at the time of his first police stop.197 This study suggests that in addition to
resulting in trauma, anxiety, PTSD, and poor sleep, contact between Black and
Brown youth and law enforcement increases the likelihood of delinquent
behavior.19 However, it is important to note that juvenile delinquency is often
correlated with community poverty!%® and trauma.200 According to the National
Child Traumatic Stress Network, children who experience trauma adopt a

“survival code’ [which] differs from the established rules of the majority society,
and 1s a direct consequence of traumatic stress on emotional, physiological, and
behavioral factors which place youth at increased risk of committing offenses.”20!
More policing will not address these issues. As one DC young person stated, “We
cannot police our way to safety.”’202
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Impact on Immigration System

The inclusion of immigrants in the DC Gang Database can have dire
consequences on their immigration status and ability to stay in the country. These
impacts are especially compounded where, as here, MPD shares information about
noncitizens in the DC Gang Database with outside entities, including federal
immigration agencies. As a result of unverified and baseless allegations of gang
membership or involvement, immigrants can face denial of affirmative
immigration benefits, arrest by federal immigration enforcement authorities,
immigration detention without bond, and deportation. Young Black and Brown
immigrants bear the brunt of the consequences of unsubstantiated allegations of
gang membership. This section provides an overview of the impact on immigrants

when federal immigration agencies become aware of a noncitizen’s inclusion in
gang databases.

Unlike in other sections of this report, this section illustrates some real-

world experiences regarding the impact of “gang” allegations. Examples are
available in this context because of the special nature of immigration courts and the

documents produced within them. However, due to MPD’s secrecy about the DC
Gang Database, each of the following case studies are from nearby jurisdictions.
The below stories come from attorneys who provided representation to impacted
indivdudals during immigration proceedings. Sources and documents have been
withheld related to these stories to protect indivdiual’s privacy. Though not DC-
based, these examples illustrate the threat of harm immigrants face through
inclusion on the DC Gang Database.

A. Denial of Immigration Benefits and Relief

Immigrants who are accused of gang involvement or membership face
hurdles applying for certain migration benefits, such as asylum, Deferred Action
for Childhood Arrivals (DACA), Special Immigrant Juvenile Status (SIJS),
temporary protected status (TPS), and adjustment of status.

Because most immigration benefits are discretionary,293 evidence of gang
affiliation is often taken into account to deny an immigration benefit. The agency
that adjudicates these affirmative immigration benefit applications is the United
States Citizenship and Immigration Services (USCIS). Most USCIS forms have
questions designed to identify potential gang membership or activity. USCIS can
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assume gang affiliation based on the applicant’s answers to certain questions on the

application, information learned during the interview process, or through USCIS’s
background investigations. When conducting background investigations, USCIS

will often cross-reference an individual’s biometrics and biographical information
with various criminal history databases, including gang databases administered by
local police.

Procedural protections for noncitizens are extremely limited in this context.
There is generally no right to a hearing before USCIS, no opportunity to examine
or challenge evidence that USCIS may use against the noncitizen, and often, no
ability to appeal the decision.

Several forms of immigration relief can be impacted by allegations of gang
involvement, including but not limited to those listed below.

* Asylum is a form of protection from deportation for individuals who fear
persecution due to race, religion, nationality, membership in a particular
social group, or political opinion. An individual is barred from obtaining

asylum if there are “serious reasons” to believe that the individual committed
a serious nonpolitical crime before coming to the United States. This bar
applies even if there is no conviction. Individuals with prior affiliations with
gangs may face this bar when applying for asylum.204 Moreover, because
asylum is discretionary, USCIS or an immigration judge can deny relief
solely based on allegations of gang involvement or membership.

* Deferred Action for Childhood Arrivals (DACA) is a policy that provides
protection from deportation to certain individuals who entered the United
States without authorization as children. As of December 2022, around
16,000 DACA recipients lived in DC, Maryland, and Virginia, according to
USCIS.205 In order to be eligible for DACA, the applicant cannot pose a
threat to national security or public safety. Based on allegations of gang
membership, even if an individual has not been convicted of a crime, USCIS
can determine that the applicant poses a threat to public safety. In fact, one
memo explicitly states that suspected gang membership is an explicit
justification for disqualification under DACA 206 Moreover, individuals who
apply for DACA and are determined by USCIS to be involved with gangs
have been referred to US Immigration and Customs Enforcement (ICE) for
arrest and placement in removal proceedings.207
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* Temporary Protected Status (TPS) affords protection from deportation to
individuals from certain countries that are designated by the Department of
Homeland Security (DHS) as being affected by armed conflict,
unprecedented natural disaster, or other extraordinary, temporary conditions.
Over 47,000 TPS-holders live in the DMV area.208 Gang allegations can be
used to deny TPS to applicants who otherwise qualify for the program
because it is a discretionary benefit.

* Special Immigrant Juvenile Status (SIJS) is granted to certain
undocumented children under the age of 21 who need the protection of a
juvenile court because of parental abuse, abandonment, or neglect. Because
SIJS is a discretionary benefit, USCIS can deny or revoke SIJS based on
gang allegations.209

MPD has shared information about individuals who appear in the DC Gang
Database with USCIS when the agency is adjudicating immigration applications.

One email from an MPD officer, with the subject line “USCIS Request for
Assistance,” notes that an individual with an immigration application “received

information from ICE’s Washington Field Office that MPD’s Gang Intel unit
provided them with information that he is validated [redacted].” Another MPD

officer wrote back with information about the individual’s purported gang
membership.

B. Arrest and Removal

Gang membership alone is not a basis under which DHS and its sub-agency,
ICE, can arrest or deport someone. However, being undocumented and appearing
in a gang database can trigger an arrest.210 Even for those noncitizens with
immigration status, including lawful permanent resident status, being accused of
gang membership may result in a gang-related criminal charge or conviction. In
that case, there are several grounds of removability that could be triggered, leading
to an ICE arrest.2!1

Once a noncitizen is placed in immigration removal proceedings, they can
apply for forms of relief from deportation, such as asylum or cancellation of
removal. Many forms of immigration relief are discretionary, which means that an
immigration judge can ultimately deny relief even if the applicant meets all the
statutory requirements for that relief. Unsubstantiated reports of gang involvement
or gang-related criminal conduct are used by immigration judges to justify denials
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of defensive applications for relief. Such reports are also often used by
immigration judges to challenge the credibility of the noncitizen, resulting in
denial of relief.2!2

Gang-related allegations are particularly problematic in the immigration
context because—as administrative tribunals under the Executive Branch—
immigration removal proceedings do not have the same safeguards present in most
other courts of law. First, it is difficult to challenge allegations of gang membership
in immigration hearings based on evidentiary or due process concerns because
immigration proceedings have lower procedural protections than in the criminal
context.213 For example, hearsay is generally admissible in immigration court, and
cross examining the police officer who alleged gang involvement is an uphill battle
because immigration judges cannot enforce subpoenas. Therefore, ICE uses vague
and unsubstantiated allegations of gang involvement, with little to no reliable

evidence, to secure someone’s arrest, detention, and removal. Second, individuals
in removal proceedings are not afforded the right to government-appointed
counsel, thereby forcing them to find and pay for counsel. The lack of government-
appointed counsel translates into a lack of representation altogether for many, who
cannot afford or find lawyers to represent them. The difficulty of identifying and
accessing representation is particularly pronounced for detained immigrants.
Without legal representation, it is much harder to challenge the veracity of gang
allegations. Third, ICE often introduces these allegations in immigration removal
proceedings during the trial instead of prior to trial. This lack of prior notice makes
it much more challenging for the noncitizen to have a fair opportunity to dispute
the evidence, particularly since outcomes can be determined by the immigration
judge on the same day that that evidence, regardless of how baseless it is, is
introduced.

Immigrants who are alleged to be involved in gangs have historically been
an “enforcement priority” for DHS.214 To be an “enforcement priority” means that
federal immigration authorities target them for arrest, detention, and deportation. It
is also much harder in such cases to get prosecutorial discretion because
individuals who are alleged to be gang members are purportedly a priority for
removal. Between fiscal years 2018 and 2022, ICE deported over twenty thousand

people it deemed as “known or suspected gang members.”’215

The effects of gang allegations on noncitizens are particularly pronounced in
the DC region because MPD has provided information about individuals in the DC

TARGETED, LABELED, CRIMINALIZED



Gang Database directly to ICE, thereby actively contributing to the arrest,
detention, and deportation of community members. Internal emails reveal several

instances of MPD providing ICE with “Intelligence Branch Gang Validation
Forms,” purportedly to assist ICE with the arrest and removal of immigrants. MPD
also shares DC Gang Database information with other outside entities, including
local law enforcement agencies. Those agencies can then provide ICE with
information about noncitizens who are alleged to be involved with gangs.

Case Example: D

In mid-May 2017, D was kicked out of his home and rendered unhoused at
the age of 17. D would sleep wherever he could, including in a local forest close to
a river, under a bridge, laundry rooms of apartment buildings, and abandoned
houses. D also began frequenting Elizabeth House, a local food kitchen, for dinner.

To avoid the dangerous prospect of being alone on the streets, D latched on
to J, a school acquaintance who was also unhoused. J had a more extended network
of friends that would provide him with petty cash that J shared with D. D would
often connect with J and his friends. D was aware that this group had a bad
reputation, but he did not ask about it. When they got together, the group would
frequently upload photos to social media. Sometimes the group would pose making
bullhorn signs or other hand signs with negative social connotations to get the
attention of their female peers—a big priority for this group.

During this time of houselessness, D had contact with Laurel, MD, police for
the first time. In late June 2017, D and J were outside a restaurant in the Laurel
Shopping Center. Officer Diaz-Chavarria arrested J and told D he could not come
back to the restaurant. D did not understand why the police had responded that way
and when he asked J, J simply explained that Officer Diaz-Chavarria had a
personal issue with him. D never stepped back into the restaurant.

On August 25, 2017, the same officer stopped D and J in front of
a supermarket in the Laurel Shopping Center and accused them both of trespassing.
D was confused because the officer had told him not to go back to the restaurant,
not the entire shopping complex. Officer Diaz-Chavarria searched D’s backpack
without D’s consent and looked through his cell phone, in which the officer found
a picture of D and the group making bullhorn hand signs. Officer Diaz-
Chavarria arrested both J and D and charged D with trespassing, a charge that was
later nolle prosequi-ed (i.e., the prosecutor declined to pursue the charge).
Following this arrest, Officer Diaz-Chavarria began to insist that D was an MS-13
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gang member. Later, on September 29, 2017, D went to Elizabeth House for his
daily dinner. Officer Diaz-Chavarria appeared and charged D with trespassing,
despite D’s regular and welcome presence at Elizabeth House. Officer Diaz-
Chavarria insisted that D and his friends were MS-13 gang members, an allegation
they all denied.

On December 8, 2017, D and J went to Hyattsville District Court. Shortly
after exiting the court, an unknown, plain-clothed officer approached D and
handcuffed him. The officer took D into a small room where a detective told D that
if he identified the “chequeos” and members of his gang, they would release him.
D insisted that he was not in a gang. Shortly thereafter, Officer Diaz-Chavarria
came into the room with another unknown officer. They questioned D about the
pictures in which he was making a bullhorn sign. D repeated that he was not a gang
member, that he did not know of J being a gang member, and that the pictures were
just a joke. Before long, ICE officers arrived, arrested D and took him into ICE
custody.

In immigration court, Officer Diaz-Chavarria appeared and testified that J
had been seen tagging MS-13 graffiti around Laurel. When asked about the basis
for concluding that D was gang-involved, Officer Diaz-Chavarria testified that D
was seen frequently with J and that D was in possession of a photo making gang
signs with J. Officer Diaz-Chavarria indicated that he had never seen nor heard of
D committing any criminal offense besides trespass, but that he was nevertheless
sure that D was a gang member. Ultimately, the immigration judge found that D
was not credible. She denied all relief and issued a deportation order. D was then
deported.

C. Immigration Detention without Bond

Immigration law authorizes the detention of certain immigrants. Mandatory
detention, which does not allow the immigrant to be released on bond during the
pendency of their removal proceedings, applies to noncitizens who are removable
based on a broad range of criminal or terrorism related grounds.2!¢ Individuals who
are arrested based on gang-related crimes can be placed in mandatory detention
and never receive an opportunity to even be considered for release until their
immigration proceedings end.

Those who are not in mandatory detention, including individuals who face
gang allegations but have not been convicted of any crime, can be released on bond
or parole by DHS or an immigration judge if DHS or an immigration judge
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determines that they do not pose a danger to society and are not a flight risk. DHS
often decides to hold individuals who are suspected of gang membership without

bond in immigration detention because they are believed to be a “danger.”
Although an immigration judge will review the decision, they will use such
allegations to deny bond or increase bond amounts. Moreover, in bond hearings,
the burden is often on the noncitizen to prove that they do not pose a danger, which
is the reverse of the burden in criminal contexts.

The University of Maryland Carey School of Law Immigration Clinic,
Maryland Immigrant Rights Coalition, and the Catholic Legal Immigration
Network, Inc. observed bond hearings in the Baltimore immigration court from

January 2017 to August 2017.217 Their report revealed that “[a]ny allegation of
gang membership or affiliation precipitously reduced the odds that the court would
set any bond whatsoever; the court denied bond for 7 out of 8 people, or 88%, of
the cases where the government alleged gang affiliation.”218

Denial of bond has severe consequences for immigrants—immigrants who are
detained are much less likely to have legal representation and much more likely to
be deported.2!® As explained above, because of more lax evidentiary standards in
immigration proceedings, gang-related allegations in this context are often blindly
accepted by immigration judges even when they are unsubstantiated and
overbroad.

Case Example: K

On the afternoon of March 28, 2019, K went to Home Depot to solicit
employment. He joined three other young men who were there for the same
purpose: J, C, and H. K considered them casual acquaintances. In the past, they had
kept each other company while soliciting employment. He had never engaged with
them in any other context. K had no reason to believe any of the young men were
gang affiliated. The young men proceeded to chat to pass the time.

Around 2:30 PM, while the four of them were chatting, Detective Filuta
from the Hyattsville City Police approached the group. Detective Filuta did not
speak to K. Subsequently, officers from Prince George’s County Police Department
arrived on the scene. These officers proceeded to handcuft K without any
explanation. When asked why he was being arrested, K recalls that a Spanish-
speaking officer told him that if he was not a gang member, he had nothing to
worry about. K felt assured by this statement because he was not and had never
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been gang aftiliated. K believed the error would be quickly corrected and he would
be released.

At the station, the four men were placed into different rooms and questioned.
K told the police he was not a gang member, but the police indicated that they did
not believe him. The police repeatedly demanded that K provide information about
other gang members and told K that he would be released if he cooperated. K
explained that he did not have any information to give because he did not know
anything. K was then transferred to another room and told that immigration
officials would be coming to take him into ICE custody. ICE officials arrived and
transferred K and J to the Howard County Detention Center. C and H were both
released.

On April 24, 2019, with the assistance of counsel, K requested bond. During
the bond hearing, counsel argued that K was not a danger to the community
because he had no criminal charges, and counsel submitted affirmative evidence
documenting K’s peaceful and responsible character. Counsel also argued that K
was not a flight risk because he had significant ties to the community—including a
US fianc¢, and an unborn child, brothers, step-children, uncles, aunts, and cousins
with legal status—a consistent history of employment, 8 years of residence, a fixed
address, and a defense to deportation.

DHS, however, argued that K presented a danger to the community because
local police “verified” that he was an active gang member. It moved to admit K’s
[-213 and the Gang Field Interview Sheet (GFIS) generated by Prince George’s
County police. K objected to their admission into evidence on the basis that the
documents were unreliable given significant inconsistencies between the 1-213 and
the GFIS, as well as internal contradictions in the I-213. Counsel also argued that it
violated constitutional due process to admit the documents into evidence because
K would be deprived of his right to cross-examine witnesses against him. Over K’s
objections, the immigration judge admitted the documents into evidence.
Ultimately, the judge denied the request for bond. The court concluded that K had
failed to meet his burden of demonstrating that his release from custody would not
pose a danger to others because “the evidence shows he is a verified gang
member.” To come to these conclusions, the court relied exclusively on hearsay;
namely, the allegation contained in the GFIS that a confidential informant told
unnamed officers that K was an MS-13 gang member.
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Case Example: M

M is young Salvadoran male who has a congenital disease that has left him
unable to unfurl some of his fingers. On October 17, 2017, M walked to a shopping
center in Hyattsville, MD, with two acquaintances to buy food. While there, a
police cruiser appeared and an officer directed the three young men to stop. The
two acquaintances ran, while M stayed in place and complied. M then voluntarily
permitted the officer to look at his phone, where the officer allegedly observed
pictures that are known to be “related” to a local clique. According to M, the
officer saw a photo that had an anchor and an optimistic quote. The officer
concluded that the picture indicated membership in MS-13 Sailor’s clique. The
officer may have also seen pictures of M on his phone where his hands were
prominent. To the officer, it may have looked like he was making a bullhorn
MS-13 hand sign. As a result of these allegations, M was denied bond in
immigration court. In a later hearing on his application for asylum, after hearing
extensive testimony from M, including testimony regarding his inability to unfurl
his fingers, the DHS attorney all but conceded that police were wrong to label M a
gang affiliate.

These examples demonstrate how inclusion in the DC Gang Database can
have dramatic repercussions on the ability of noncitizens to obtain immigration
benefits, be free from abusive and inhumane detention, and remain with their
families and communities in the United States.
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In conclusion, after a thorough examination of the DC Gang Database, it is
clear that this tool has failed to live up to its intended purpose to promote public
safety. Instead, it perpetuates racial and socio-economic disparities and infringes on
the civil rights of thousands of individuals in the District.

The DC Gang Database’s lack of transparency, inadequate oversight, and
high exposure to abuse further compound the harms caused by its use. Gang
databases are not effective in reducing gang-related crime and violence in
communities. Rather, as is the case in DC, gang databases are tools used to
perpetuate discrimination and impose undue pressure on Black and Brown
residents. The DC Gang Database has only further marginalized and stigmatized
communities already placed at disadvantage by the District government, resulting
in increased distrust and fear of law enforcement among DC residents.

Given these shortcomings and its discriminatory effect, it is clear that the
DC Gang Database should be abolished. Rather than relying on this flawed and
discriminatory tool, it is essential that the District adopts more effective and
equitable strategies to promote safety in our communities. This tincludes investing
in community-based interventions and addressing underlying social and economic
issues that contribute to crime. Immediate next steps for DC policy-makers can be
found below.

Abolishing the DC Gang Database will not only help to protect the civil
rights of individuals in the District, but will also lead to more just and effective
approaches to public safety that prioritize community empowerment and
wellbeing.

TARGETED, LABELED, CRIMINALIZED




The following list presents immediate next steps DC policymakers should
consider implementing based on evidence produced in this report. Taking these
actions would not preclude the need to invest in long-term solutions — that is,
provide intervention services and address socio-economic disparities in the District
--but would address the urgent requirement to protect the civil liberties of residents
who are currently facing harassment and discrimination.

1. Pass legislation dismantling the DC Gang Database. This legislation should
include the requirement that any data regarding the association of
individuals in the database be deleted from all MPD system:s.

2. Require the Metropolitan Police Department to provide notice to all
individuals identified on the DC Gang Database since its inception. With
such notice, MPD should provide individuals information regarding the
potential impacts of their inclusion in the database (i.e., criminal history,
credit history, background checks, etc.).

3. Mandate that all DC agencies delete any data within their possession
originating from the DC Gang Database.

4. Require MPD to send notice to all external recipients of data from the DC
Gang Database requesting that all relevant information be deleted.

5. Pass legislation prohibiting adverse actions by DC agencies against
individuals solely based on personal associations, in accordance with
protections provided by the First Amendment of the United States
Constitution.

6. Pass legislation prohibiting government surveillance based strictly on
personal association or protected classes, in accordance with the DC Human
Rights Act.

7. Reject legislation (such as the “Addressing Crime Trends (ACT) Now
Amendment Act of 2023”) that calls for the criminalization of residents
based solely on their personal associations.
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